The Future of Defense Acquisition
A Case Study of the U.S. Army’s XM30 ‘Born Digital’ Pathfinder

How Digital Engineering, Secure Cloud, and Agentic Al are Forging a New Paradigm
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The Mandate for Modernization: ‘innovation or Risk’

“We must continue to embrace innovation and transformation

or risk failing to address future threats.”
— Christine E. Wormuth, Secretary of the Army

Traditional Approach Modern Imperative
 Linear, document-intensive,  Achieve greater performance
and stove-piped processes. and affordability.

 Expensive and time-consuming e » Prioritize speed of delivery to
,..--'\::'

physical prototypes. maintain overmatch.

" _U" « Prone to errors, inconsistent

» Respond to rapidly evolving
X7 5 artifacts, and version control issues.

threats and technologies.
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The Pathfinder: The XM30 ‘Born Digital’ Initiative

* Introduces the XM30 Combat
Vehicle as the designated
successor to the M2 Bradley
Fighting Vehicle in armored
brigade combat teams.

* Crucially, explains that the XM30
program was selected as the
Army’s ‘Pathfinder’ for a ‘Born
Digital’ strategy, governed by the
DoD’s Digital Engineering principles.
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PREDECESSOR:

e This initiative moves beyond

static processes to a virtual world
M2 BRADLEY where vehicles are designed,
tested, and evaluated by soldiers
SUCCESSOR & DIGITAL before physical
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Pillar 1: The Methodology — A Model-Centric Paradigm

Defines Digital Engineering as an integrated digital approach shifting from a document-centric process to a

model-centric one (“model-analyze-build”).

Document-Centric (Siloed)
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Design Analysis Manufacturing Sustainment

Key Principles from DoD Digital Engineering Strategy

- Authoritative Source of Truth (ASOT): A single, centralized model
serving as the primary means of communication, eliminating version
control issues and ensuring stakeholders access the "right data to the
right person for the right use at the right time.”

- Digital Thread: A seamless connection of data and models across
disciplines, supporting all lifecycle activities from concept through
disposal.

Model-Centric (Integrated)
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« Highlights the Army's “Crawl, Walk, Run" strategy for the XM30,
detailing the phased transition of the Capabilities Development
Document (CDD) into a Product Lifecycle Management (PLM) tool.
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Pillar 2: The Foundation — A Secure, Scalable Digital Ecosystem

Introduction to the DAE -_?,0 L
The XM30’s digital thread and models are housed c —0

within the Digital Acquisition Environment _b

(DAE), a high-performance virtual ecosystem. - 1

Digital Acquisition Environment (DAE)
on AWS GovCloud

The Case for Cloud
_ : DAE Technical Specifications
Details why a cloud-hosted solution (AWS

GovCloud) was chosen over on-premise Specification Capacity

infrastructure: speed, agility, on-demand .
resource scaling, and the ability to distribute Sl Toses g U L R
heavy tools across multiple virtual machines. Total Volatile Memory 6,200 GB of RAM
Persistent Storage Volume 200TB
Active User Base 300 Concurrent Engineers
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Deep Dive: The Non-Negotiable —

A DoD Impact Level 5 Environment
Whatis DoD IL5?

 Explains that IL5 authorization is required for workloads involving Controlled Unclassified Information (CUI) and unclassified National
Security Systems (NSS).

« It signifies a higher level of protection than standard IL4 data, essential for mission-critical programs like the XM30.

How AWS GovCloud (US) Achieves IL5 Compliance

Isolation Personnel Security Accreditation Compliance Baseline
Physically and logically isolated Managed exclusively by vetted Holds a Provisional Authorization Built on FedRAMP High and FIPS
infrastructure located solely in the U.S. Citizens. (PA) from the Defense Information 140-3 validated cryptographic
United States. Systems Agency (DISA) for IL5 modules.

workloads.
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Pillar 3: The Accelerator —
An Agentic Al Workforce

Defining Agentic Al

» Describes Agentic Al as
systems of autonomous,
goal-driven agents that can act
independently to achieve
objectives with minimal
human supervision,

« Contrasts with traditional
Al/automation, which follows
predefined, reactive rules.

THE BRAIN (Thinking)
LLM: Reason & Plan

THE HANDS (Doing)
Code & APIs: Execute & Act

The “Thinking and
Doing” Paradigm

Explains that a digital “agent”
combines two key components:

1. The Brain (Thinking): A
Large Language Model (LLM)
provides reasoning, language
understanding, and planning
capabilities.

2. The Hands (Doing): A layer
of executable code allows
the agent to perform real-
world actions like calling APIs,
retrieving data, or triggering
other systems.
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The Multi-Agent System:
A Digital Engineering Workforce

Concept: Explains that instead of one monolithic Al, the XM30 program uses a
Multi-Agent System (MAS)—a coordinated team of specialized agents, each excelling
in a specific domain. This modular approach provides flexibility and robustness.

Supervisor Agent

Requirement Design Integrity Regulatory Simulation
Analyst Auditor Guardian Coordinator

XM30 Agent Roles & Functions

Agent Role Function
: Maps high-level capabilities from
i;gin:ment the CDD to specific SysML model
y elements.
Dl Verifies consistency between
e ng' Computer-Aided Design (CAD)
ey models and the Bill of Materials
(BOM).
Enforces security protocols and
Regulatory compliance with regulations like
Guardian ITAR (International Traffic in Arms
Regulations).
Orchestrates complex Modeling
Simulation and Simulation (M&S) runs across
Coordinator high-performance computing

clusters.

&1 NotebookLM



Orchestration: Coordinating the Digital Workforce

Concept: Defines orchestration as the structured design
and management of how agents interact, share context,
and collaborate. Briefly mentions key patterns like
Pipeline and Hierarchical.

Focus on the Supervisor Pattern:

Explains that this pattern uses a central orchestrator
agent that acts as the "brain." This approach ensures
high reasoning transparency, quality assurance, and
traceability.

Workflow Steps:

1. Receives a high-level goal from a human user.

2. Decomposes the goal into smaller, executable
subtasks.

3. Delegates each subtask to the appropriate specialist
agent.

4. Monitors progress, validates outputs, and synthesizes
the results into a final, unified response.
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Human Goal:

“Verify design
compliance for
subsystem X".

Return Results

Supervisor Agent
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Synthesized

Response:

“Compliance verified.
Report generated.”
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Tool-Use: Connecting Al to
Engineering Reality

The Mechanism of Action: Explains that agents perform their ‘doing’ function by using the REST APIs of the core
engineering software platforms that constitute the digital thread.
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Secure, Serverless Integration : Siemens SIEMENS
in IL5 Environment : Teamcenter (PLM) Teamcenter

The backbone for the digital thread,
multi-domain Bill of Materials (BOM)
management, and version control.

Bedrock Agent

A : .
@ {3 : Cameo Systems Modeler / ﬁ.

Teamwork Cloud (MBSE) Teamwork

Cloud
The repository for the SysML system
architecture models, requirements,
and functional analysis.

. AWS Lambda AWS ‘
- PrivateLink :

The integration pattern ensures no traffic traverses the
public internet, maintaining security and compliance.
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The Engine: Authorized Foundation Models in AWS GovCloud

The Platform: Introduces Amazon Bedrock as the fully managed, serverless service providing access to
a variety of high-performing foundation models (FMs) through a single API.

r' DoD IL4/5 & FedRAMP High Authorized

ANTHROP\C N Meta
Claude 3.5 Sonnet, Llama 3
Claude 3 Haiku (8B & 70B variants)

amazon

' Titan
Titan Text Models

Key Bedrock Features: Core Bedrock services like Agents, Guardrails, and Knowledge Bases have also
achieved IL4/5 authorization, enabling a complete, secure agentic workflow within AWS GovCloud (US).

& NotebooklLM



The Unified Architecture: From Strategic Mandate to Digital Execution

Reinforces the core story—the XM30 program’s success is a direct result of the synergy between the three pillars.
The innovative Digital Engineering methodology is securely executed on the AWS GovCloud foundation and
powerfully accelerated by the Agentic AI workforce.

XM30
Pathfinder
Program
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Governance and Control: A Human-Centric System

Core Principle: Emphasizes that Al is designed to augment, not replace, human engineers and
their critical judgment. Final accountability for safety-critical decisions remains with human
engineers and commanders.

Oversight Mechanisms:

« Model Governance: Describes the policies and AUTOMATED HUMAN REVIEW

procedures established to manage the e e

Authoritative Source of Truth (ASOT), ensuring T

data integrity, access control, and traceability

for the technical baseline. ’% O

CRITICAL ACTION

« Human-in-the-Loop (HITL): Requires direct ¥ O =y =y EXECUTED

human intervention and approval before a TS A bt

critical or safety-related action is executed by

an agent.

* Human-on-the-Loop (HOTL): A human
supervises the automated system and has the e
ability to veto or correct machine-generated
outcomes at any time.
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The Impact: A New Paradigm for Defense Acquisition

Accelerated
Development

The “model-analyze-build”
paradigm replaces slow,
sequential physical prototyping,
dramatically compressing design
and test cycles.

Enhanced Capability
& Lethality

Designs can be digitally tested

against thousands of virtual

scenarios, optimizing for performance,
survivability, and lethality in ways not
possible with limited physical tests.

a
Y

Reduced Cost
& Risk

Virtual testing in the digital
environment identifies design flaws,
integration issues, and performance
shortfalls early, before costly
physical hardware is built.

Lifecycle Superiority

The Digital Twin—the living virtual
replica of the physical system—
enables predictive maintenance,
proactive upgrades, and optimized
sustainment over the vehicle's
entire 50-year lifespan.
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The Future: The Pathfinder Becomes the Blueprint

The Strategic Takeaway: The XM30 Pathfinder is more than a successful vehicle program,; it is
the proven, scalable blueprint for the future of defense modernization.

Path Forward:

» The technical architecture, security patterns, and agentic frameworks established for XM30 are being
documented and shared to inform other major DoD acquisition programs.

 This new standard of ‘Born Digital’ acquisition ensures the U.S. can develop and field superior
capabilities faster than its adversaries, maintaining its competitive technological edge.

XM30
Pathfinder

T

This is the new standard for delivering the future force.
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